Notice No. : CBUAE/BIS/2024/2319

Date . 6 May 2024

Class. . Public

To Al Licensed Financial
Institutions, Insurance
Companies and Insurance
Brokers

Subject :  Open Finance Regulation

After greetings,

The Central Bank is hereby issuing the enclosed
‘Open Finance Regulation’ (Circular No.
07/2023 — dated 31/12/2023).

The Open Finance Regulation establishes a
framework for the licensing, supervision and
operation of an Open Finance Framework in the
UAE. The Open Finance Framework consists of
a Trust Framework, an APl Hub and Common
Infrastructural Services, which provide Open
Finance access for the cross-sectoral sharing of
data and the initiation of Transactions, on behalf
of Users.

Participation in the Open Finance Framework is
mandatory for all Licensees with respect to the
Products and Services within its scope.

The Central Bank may, from time to time,
develop and issue regulatory technical standards
addressed to Open Finance Providers with the
aim of establishing additional requirements
and/or providing additional details, controls and
guidance on areas relating to the provision of
Open Finance Services.
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This Regulation is published in the Official
Gazette and will come into effect in phases, as
notified by the Central Bank. The issuance of
the Open Finance Regulation results in an
amendment to the Retail Payment Services and
Card Schemes Regulation issued via Central
Bank’s Circular No. 15/2021 dated 06/06<-2021.
The Central Bank advises that the Category IV
License will no longer be available as a
licensing category under the Retail Payment
Services and Card Schemes Regulation.

Yours faithfully,
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Ahmed Saeed Al Qamzi
Assistant Governor for Banking and Insurance Supervision
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- Open Finance Regulation
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Introduction and Scope

This Open Finance Regulation (this
Regulation) establishes a framework for
the licensing, supervision and operation
of an Open Finance Framework in the
United Arab Emirates. The Open Finance
Framework consists of a  Trust
Framework, an APl Hub and Common
Infrastructural Services, which provide
Open Finance access for the cross-
sectoral sharing of data and the initiation
of Transactions, on behalf of Users.

Participation in the Open Finance
Framework is mandatory for all Licensees
with respect to the Products and Services
within its scope. Licensees (as Data
Holders and Service Owners) are required
under this Regulation to provide
participants in the Open Finance
Framework (as data recipients and service
initiators) with access to customer data
and the ability to Initiate Transactions on
customer Accounts and Products.

Data Sharing and Service Initiation of
Transactions is in all cases subject to the
express consent of Users, the application
of appropriate authentication processes
and the use of secure communication.
This Regulation and the rights of access to
data and Accounts established hereunder,
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do not apply with respect to activities that
are not regulated by the Central Bank.

Licensees mandated by this Regulation to
provide Open Finance access include the
following entities:

a. Banks incorporated in the UAE.

b. branches of foreign
Banks/representative offices of
foreign Banks.

c. specialized Banks.
restricted license Banks.

e. Islamic Banks and Islamic
windows.

f. Finance Companies.

g. payment  service  providers
(category 1/2/3/4).

stored value facility providers.
exchange houses.
K. loan-based
companies.
I Insurance Brokers.
m. Insurance Companies (national
companies and foreign branches).

n. any other entity deemed to be a
relevant Licensee by the Central
Bank.

h. retail payment systems providers.
i
J

crowdfunding

The Licensees which are mandated to
provide Open Finance access, pursuant to
this Regulation, will be onboarded in
phases. The first phase will include all

Banks, including branches of foreign
banks, and Insurance = Companies
(national  companies and  foreign

branches) only. Later phases of the
onboarding will be announced by the
Central Bank through official channels.
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Open Finance Providers and their
Licensing

In order to facilitate the adoption of Open
Finance and the participation of
businesses as licensed Data Sharing
Providers and/or Service Initiation
Providers, this Regulation establishes a
new category of regulatory license for
providers of Open Finance Services.
Open Finance Providers will be the
holders of such a license, which enables
them to undertake Data Sharing and/or
Service Initiation.

Providers of Open Finance Services can
opt for either one or both of the options to
undertake Data Sharing or Service
Initiation under an Open Finance License.

Without prejudice to other regulatory
licenses that they hold, an Open Finance
License will not permit license holders to
perform any other category of licensed
activity and, in particular, will not entitle
license holders to provide any form of
Advice or to arrange or mediate
Transactions in licensed activities, or hold
customer funds in any form. Open
Finance Providers must separately obtain
or hold the additional regulatory licenses
required to undertake any other licensed
activity or activities.

Persons Deemed Licensed

Certain categories of Licensees, as
specified in Article 3 of this Regulation,
are treated as Persons Deemed Licensed.
A Person Deemed Licensed must notify
the Central Bank in writing of the
intention to provide any Open Finance
Service, setting out full details of its
intended activities, and obtain the
approval of the Central Bank prior to
commencing such activities.
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Articles Applicable to Licensees

All Licensees, whether or not they are
engaged in the provision of Open Finance
Services, must comply with the
requirements of this Regulation with
regard to Data Sharing and Service
Initiation by Users through Open Finance
Providers and specifically  the
requirements in Articles 18 to 22 of this
Regulation.

Objectives

In exercising its powers and functions
under this Regulation, the Central Bank
has regard to the following objectives:

a.  Ensuring the safety and soundness
of Open Finance Services;

b. Adoption of effective and risk-
based licensing requirements for
Data Sharing and Service Initiation;

c. Promoting the reliability and
efficiency of Open Finance Services
as well as public confidence;

d.  Encouraging innovation to promote
competition and to  benefit
consumers  through  enhanced
transparency across all financial
products and services; and

e.  Reinforcing the UAE’s status as a
leading financial technology hub in
the region.
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Where  this Regulation, or its
accompanying Regulations, includes a
requirement to provide information or to
take certain measures, or to address
certain items listed at a minimum, the
Central Bank may impose requirements
that are additional to those provided in the
relevant article.

Article (1)
Definitions

The following terms shall have the
meaning assigned to them below for the
purposes of this Regulation:

1. Account: an account held by a User
with a Licensee relating to one or
more of the Products specified in
Article 5 of this Regulation.

2. Advice: advice on Products or
Accounts and includes any method
of communication that provides an
opinion, evaluation,
recommendation, and/or biased
information / comparisons to a User
or when acting as a User’s agent,
provided that it could reasonably be
regarded as having the intent to
influence a User’s choice or
decision to select, buy, sell, hold or
subscribe to a particular Product or
Account, related options or an
interest in a particular Product or
Account.

3. AML Laws: Decree Federal Law
No. (20) of 2018 on Anti-Money
Laundering and Combating the
Financing of Terrorism and lllegal
Organizations and Cabinet Decision
No. (10) of 2019 Concerning the
Implementing Regulation of Decree
Federal Law No. (20) of 2018 on
Anti-Money  Laundering  and
Combating the Financing of
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10.

11.

Terrorism and Ilegal
Organizations, as amended, and any
instructions, guidelines and notices

issued relating to their
implementation.
APl Hub: the centralized

Application Programming Interface
Hub established by the Central
Bank, through which parties will be
able to access the Open Finance
Framework.

Applicant: any juridical person
duly incorporated in the State which
submits an Application.

Application: a written request for
obtaining an Open Finance License.

Bank: any juridical person licensed
in accordance with the provisions of
the Central Bank Law to primarily
carry on the activity of taking
deposits and any other Licensed
Financial Activities.

Board: the board of directors of an
Applicant or Open Finance Provider
in accordance with applicable State
law.

Central Bank: the Central Bank of
the United Arab Emirates.

Central Bank Law: the Decretal
Federal Law No. (14) of 2018
Regarding the Central Bank and
Organization of Financial
Institutions and  Services, as
amended.

Chief Executive Officer: the most
senior executive appointed by the
Board.
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12.

13.

14.

15.

16.

17.

18.

Common Infrastructural
Services: the services specified in
Schedule 1 of this Regulation.

Confidential Data: data relating to
a User, who is or can be identified,
either from the confidential data, or
from the confidential data in
conjunction with other information
that is in, or is likely to come into,
the possession of a Person or entity
that is granted access to the
confidential data.

Controller: a Person that alone or
together ~ with  the  Person’s
associates has an interest in at least
20% of the shares in an Open
Finance Provider or is in a position
to control at least 20% of the votes
in an Open Finance Provider.

Data Holder: a Licensee holding
User Data.

Data Sharing: an on-line service to
provide a User with consolidated
User Data relating to one or more
Accounts and/or Products held with
a Data Holder.

Data Sharing Provider: a juridical
person who is licensed by the
Central Bank to carry on Data
Sharing activities.

Finance Company: the juridical
person who is licensed as a Finance
Company under the Finance
Companies Regulation.
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19.

20.

21.

22.

23.

Finance Companies Regulation:
Central Bank Circular No. 3/2023,
as amended.

Initiatez (1) an  electronic
instruction to a Service Owner to
effect a transfer, credit, debit,
placement, withdrawal, redemption,
sale, order or cancellation; or (2)
communicating a User’s agreement
to open, effect, enter into or take any
other action in relation to an
Account or Product. Initiate does
not include the execution of any
Transaction.

Insurance Broker: a juridical
person  licensed to  practice
insurance brokerage activity in the
State, under the Insurance Law.

Insurance Company: any juridical
person licensed to engage in
insurance business in the State,
under the Insurance Law.

Insurance Intermediation: the
activity of soliciting, negotiating or
selling insurance contracts through
any medium where:

(a) “solicit” means attempting to sell
insurance or asking a Person to
apply for a particular kind of
insurance from a particular insurer
for compensation;

(b) “negotiate” means the act of
conferring directly with, or offering
Advice directly to, a purchaser or
prospective purchaser of a particular
contract of insurance concerning
any of the substantive benefits,
terms or conditions of the contract,
provided that the person engaged in
that act either sells insurance or
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24,

25.

26.

217.

28.

29.

obtains insurance from insurers for
purchasers;

(c) “sell” means to exchange a
contract of insurance by any means
for money or its equivalent on
behalf of an Insurance Company.

Insurance Law: the Federal
Decree-Law No. (48) of 2023
Regulating Insurance Activities and
its Executive Regulations, and any
amendments thereof.

Insurance Underwriting:
evaluating the risk and establishing
the price of insurance.

Licensed Financial Activities: the
financial activities subject to
Central Bank licensing and
supervision, which are specified in
Article (65) of the Central Bank
Law.

Licensed Financial Institution:
Banks and Other Financial
Institutions licensed in accordance
with the provisions of the Central
Bank Law to carry on a Licensed
Financial Activity, including those
which carry on the whole or a part
of their business in compliance with
the provisions of Islamic Shari ah,
and are either incorporated inside
the State or have branch offices
inside the State.

Licensees: Banks, Insurance
Companies, Insurance Brokers and
Other Financial Institutions.

Master System of Record: the
collection of all data, including
Confidential Data, required to
conduct all core activities of a
Licensee, including the provision of
services to clients, managing all
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30.

31.

32.

33.

34.

35.

36.

risks, and complying with all legal
and regulatory requirements.

Open Finance Framework: the
framework for Open Finance
Services established and operated
under this Regulation.

Open Finance License: the license
granted under this Regulation to
provide Data Sharing and/or Service
Initiation.

Open Finance Provider: a juridical
person who is licensed by the
Central Bank to carry on Open
Finance Services.

Open Finance Service: Data
Sharing and/or Service Initiation.

Other Financial Institutions: any
juridical person, other than Banks,
licensed, in accordance with the
provisions of the Central Bank Law,
to carry on a financial activity or
more, of the Licensed Financial
Activities.

Outsourcing: an agreement with
another party either within or
outside the UAE, including a party
related to the Open Finance
Provider, to perform on a continuing
basis an activity which currently is,
or could be, undertaken by the Open
Finance Provider itself,

Payee: a Person who is the intended
recipient of funds, which have been
the subject of a Transaction.
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37.

38.

39.

40.

41.

42.

43.

Payer: a Person who holds a
Payment Account and gives a
payment order from that Payment
Account, or, where there is no
Payment Account, a Person who
gives a payment order.

Payment Account: an account with
a Payment Service Provider held in
the name of at least one user of a
Retail Payment Service which is
used for the execution of payment
Transactions.

Payment Service Provider: a
juridical person that has been
licensed in accordance with the
Retail Payment Services and Card
Schemes Regulation to provide one
or more Retail Payment Services
and has been included in the register
of Licensed Financial Institutions as
per Article (73) of the Central Bank
Law.

Person: a natural or juridical
person, as the case may be.

Personal Data: any information,
which is related to an identified or
identifiable natural person.

Person Deemed Licensed: a
Person specified in Article 3 of this
Regulation as deemed licensed
under this Regulation.

Processing: in relation to Personal
Data and for the purposes of Article
22 of this Regulation, any operation
or set of operations which is
performed on Personal Data or on
sets of Personal Data, whether or not
by automated means, such as
collection, recording, organisation,
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44,

45.

46.

47.

48.

49,

structuring, storage, adaptation or
alteration, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise making
available, alignment or
combination, restriction, erasure or
destruction.

Product: a product specified in
Article 5 of this Regulation.

Regulations:  any  resolution,
regulation, circular, rule, standard or
notice issued by the Central Bank.

Retail Payment Service: any
business activity set out in Annex |
of the Retail Payment Services and
Card Schemes Regulation, as
amended.

Retail Payment Services and
Card  Schemes  Regulation:
Central Bank Circular No. 15/2021,
as amended.

Senior Management: the executive
management of the Open Finance
Provider responsible and
accountable to the Board for the
sound and prudent day-to-day
management of the Open Finance
Provider, generally including, but
not limited to, the Chief Executive
Officer, chief financial officer, chief
risk officer, and heads of the
compliance and internal audit
functions.

Sensitive Data: any Personal Data
related to the health of a person,
such as his/her physical,
psychological, mental, genetic or
sexual condition, including
information related to healthcare
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50.

51.

52.

53.

54,

55.

56.

services provided thereto that

reveals his/her health status.

Service Initiation: the service of
initiating by electronic means a
Transaction relating to an Account
or Product.

Service Initiation Provider: a
juridical person who is licensed by
the Central Bank to carry on Service
Initiation activities.

Service Owner: a Licensee that
holds an Account or Product for a
User.

State: the United Arab Emirates
(UAE).

Stored Value Facilities
Regulation: Central Bank Circular
No. 6/2020, as amended.

Technical Service Provider: a
Person who provides technical
support to third parties for the
provision of Open Finance Services,
including information technology
services, communication network
provision, the processing and
storage of data, the obtaining and
processing of Account and Product
information and trust and privacy
protection services.

Transaction: an act Initiated by a
User through the Service Initiation
Provider to effect a transfer, credit,

debit,  placement,  withdrawal,
redemption, sale, order or
cancellation in relation to an

Account or a Product.
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S7.

58.

59.

60.

Trust Framework: the trust
framework established and operated
pursuant to Article 2 and Schedule 1
of this Regulation.

Unauthorized Transaction: a
transaction, the execution or
initiation of which, the User has not
given consent for.

User: a Person who uses Data
Sharing or Service Initiation.

User Data: information relating to a
User that is: (1) in relation to
Accounts and Products as specified
in Article 5 of this Regulation; and
(2) data more particularly described
in the relevant Regulations issued
by the Central Bank for that
purpose.
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Article (2)

Licensing and Licensing Procedures

No juridical person may engage in
providing an Open Finance Service
within the State unless it obtains an
Open Finance License from the
Central Bank or is specified as a
Person Deemed Licensed.

An Applicant for an Open Finance
License must submit an Application
(together  with  the  required
supporting documents and
information) to the Central Bank in
accordance with the procedure
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specified by the Central Bank’s
Licensing Division and according to
its licensing guidelines.

An Applicant must submit an
Application which includes the
options for which it would like to
apply in respect of Data Sharing or
Service Initiation. If the Licensee
later seeks to change the options
selected under their license, they
must re-apply and obtain approval
from the Central Bank.

An Applicant must at the time of
submitting its Application satisfy all
requirements as to legal form,
minimum capital and fit and proper
requirements and any other
requirements set by the Central
Bank.

The Central Bank will issue its
decision of approval or dismissal of
the Application within a period not
exceeding sixty (60) working days
from the date of the Applicant
meeting all  conditions and
requirements for licensing. The
lapse of this period without decision
on the Application shall be
considered an implicit rejection
thereof.

The granting by the Central Bank of
an Open Finance License permits
the holder of that license to provide
an Open Finance Service (Data
Sharing and/or Service Initiation)
but no other Licensed Financial
Activities or services.

A Technical Service Provider does
not require an Open Finance
License provided that its services
are limited to the provision of
support services to Open Finance
Providers and/or Persons Deemed
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Licensed and it does not directly
engage in any activities regulated
under this Regulation.
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2.

A Person Deemed Licensed must
provide prior written notice to the
Central Bank of its intention to
provide an Open Finance Service.
The notice must be in the form
prescribed by the Central Bank from
time to time and must provide a
description of the Open Finance
Service that the Person intends to
provide, the resources that will be
utilised in the provision of the Open
Finance Service and the governance
arrangements relating to them. The
Central Bank’s approval must be
obtained prior to the
commencement of the provision of
the Open Finance Service. The
Central Bank will issue its decision
of approval or rejection within a
period not exceeding sixty (60)
working days from the date of the
notice. The lapse of this period
without decision on the request shall
be considered an implicit rejection
thereof.

All articles of this Regulation apply
to Persons Deemed Licensed, when
their approval to provide the Open
Finance Service is granted by the
Central Bank.

Article (4)
Limitations

An Open Finance Provider must
not:

1.1. receive, hold or transfer any
funds for or on behalf of a User;

1.2. provide Advice to a User in
relation to a particular Account
or Product;
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1.3. provide any personal and
specific recommendation to a
User in relation to a particular
Account or Product;

1.4. receive any fee, commission,
payment or other benefit from
the provider of an Account or
Product;

1.5. process any User Data that is
Sensitive Data for the provision
of any Open Finance Service,
even with the explicit consent
of the User;

1.6. negotiate, mediate, effect or
enter into any agreement or
Transaction on behalf of a User
in relation to an Account or
Product; or

1.7.engage in any form of
Insurance Intermediation or
Insurance Underwriting.

The limitations specified in Article
4(1) of this Regulation, do not
prevent an Open Finance Provider
from providing Users  with
information, including information
based on analyses, relating to
commercially available but non-
specific Accounts and/or Products.
This can be communicated by
displaying the information on-line
or otherwise, but must not involve
the provision of Advice.

The limitations specified in Article
4(1) of this Regulation do not apply
to an Open Finance Provider who
holds any required additional
license to perform the relevant
activities from the Central Bank.
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Accounts and Products in Scope of Open Finance

7 el Jagall) (i o claiiall g il

Article (5)

Accounts and Products

1.  An Account or a Product is within
the scope of this Regulation where it
relates to any of the following
offered or issued by a Licensee:

1.1
1.2

1.3

1.4

1.5
1.6
1.7

1.8
1.9

1.10

1.11

1.12

1.13

deposits;
payment  accounts  and
services;
savings accounts and term

deposits;

credit, debit and charge card
accounts and  products
(including acquiring and
processing card transactions);

standing orders;
direct debits;

stored value facilities and pre-
paid payment accounts;

post-paid payment accounts;

foreign exchange accounts
and products;

credit, loans and any other
personal finance accounts and
products;

mortgages and other loans
secured on property or other
assets;

virtual accounts or products
providing for the items
specified in 1.1 — 1.11 above,;
and

insurance products, including
life and general insurance.

2. The Central Bank may, from time to
time, amend or supplement the list
in Article 5(1) of this Regulation.
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The list in Article 5(1) of this
Regulation shall not include
accounts or products regulated by
the Securities and Commodities
Authority, unless approved by the
Securities and Commodities
Authority.

s g )1(5 8l 5oyl ol dailall tadaass ) -3

L

Initial and Ongoing Requirements

b yaieaall g A g Jif clallaial)

Article (6)
Minimum Capital

For the purpose of being granted a
license by the Central Bank to
perform an Open Finance Service,
an Open Finance Provider will be
required to hold a minimum capital
amount of one million Dirham
(AED 1,000,000).

Additional capital requirements
may be imposed by the Central
Bank, at its sole discretion and
notified to the Open Finance
Provider, with the Central Bank
taking into account factors such as
the risk, size and/or complexity
associated with the activities
conducted by the Open Finance
Provider.

Article (7)
Aggregate Capital Funds

An Open Finance Provider must
hold, at all times, aggregate capital
funds that do not fall below the
minimum capital requirements set
in Article 6 of this Regulation.

The minimum capital held as
aggregate capital funds must be the
higher of the figure stated in Article
6 of this Regulation and the Central

)6( 3lall
Ll gl ) il aad)

G mi f ll dsassaall ga) -1
G o sl tosadl Taxd aadl Kl G Addiadl
ts sall A2l 35" Caa (pe A
Gl e oy ooy it of )
e 2 1,000,000( paa 2 @ sialia cal
Dl k)

aaasaa) Je ) b a8 (Ka
cBa )l g Gl G pasiad |G e

s tals) LV s G adead) 34

3 G W A dsasaaaall,
il fs el A

Ylaa) )7( 3akadl
Alladl ) 1 gl

St pall 43233 3 5% Cae iy -1
Aidialiay disiigl L b b))

il sl s ) e Baisasssa ) J

Gaasall Jladl Gl ) iy il

_@\L}S\ 138 (e 6 33l

Bitaad) JUaaal) Gl ) Jalll aaall o & cday -2
EEVECEEEEW N A B EVA QY
13 (e 6 5alall b2l gl a1 e I

23



CBUAE Classification: Public

Bank’s estimate of the wind down
costs for the Open Finance Provider.

The Central Bank may at its sole
discretion impose aggregate capital
funds requirements higher than the
requirements referred to in Article
7(1) of this Regulation, if, taking
into consideration the risk, scale and
complexity of the Open Finance
Provider’s business, it considers
such higher requirements are
necessary for ensuring that the Open
Finance Provider has the ability to
fulfil its obligations under this
Regulation.

Article (8)
Capital Instruments

An Open Finance Provider’s
aggregate capital funds consist of:

1.1. paid-up capital;
1.2. reserves, excluding revaluation
reserves; and

1.3. retained earnings.

An Open Finance Provider’s
aggregate capital funds cannot be
met by any capital held within their
entity which is otherwise allocated
as any other regulatory capital for
Licensed Financial Activities.

The following items must be
deducted from the aggregate capital
funds:

3.1 accumulated losses;
3.2 goodwill; and

3.3 any other items as determined
by the Central Bank.
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Article (9)

Professional Indemnity Insurance

An Open Finance Provider must
hold professional indemnity
insurance of an amount and scope
suitable and proportionate to the
risks arising from the Open Finance
Service it provides, as determined
by the Central Bank on a case-by-
case basis. Subject to this, the
minimum limits of indemnity per
year are:

1.1. for a single claim, five million
Dirham (AED 5,000,000); and

1.2. in aggregate the higher of five
million Dirham (AED
5,000,000) or an amount
equivalent to 50% of annual
income from the Open Finance
Provider’s Open  Finance
Services.

The Central Bank may determine
that an Open Finance Provider must
hold minimum limits of indemnity
in excess of these amounts.

The professional indemnity
insurance must at a minimum cover
liabilities of the Open Finance
Provider and its employees in
respect of, inter alia, Unauthorized
Transactions, data loss and
breaches, cyber security risks and
delayed or incorrectly Initiated
Transactions.

Article (10)
Control of Controllers

A Person must not become a
Controller of an Open Finance
Provider without obtaining prior
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authorisation from the Central
Bank.

The Central Bank may grant
authorisation under Article 10(1) of
this Regulation if it considers that:

2.1 having regard to the likely
influence of the Controller, the
Open Finance Provider will
remain compliant with the
requirements of this Regulation
and any other relevant

Regulations, including
Regulations issued in
accordance with this
Regulation and any relevant
law; and

2.2 the Controller meets the fit and
proper and suitability
requirements specified by the
Central Bank.

The approval under Article 10(2) of
this Regulation may be granted
subject to any conditions that the
Central Bank may impose on the
Person, including, but not limited to:

3.1 conditions  restricting  the
Person’s disposal or further
acquisition of shares and/or
voting powers in the Open
Finance Provider; and

3.2 conditions  restricting  the
Person’s exercise of voting
power in the Open Finance
Provider.

Article (11)
Corporate Governance

Open Finance Providers must have
and maintain effective, robust and
well-documented corporate
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governance arrangements, including ol e el 8 Ly elgal) Baliall g ofua iy
a clear organisational structure with I FEEEEC IR et eew ]
well-defined,  transparent  and ke AleS ¢ s satae 4o
consistent lines of responsibility. A el
2. The corporate governance il dadll AR A ] iy 2
arrangements referred to in Article 13 (e )1(L1 83kall b L) sl At 3l
11(1) of this Regulation must be o il e aldass el
comprehensive and proportionate to ‘Qéf . e . dki\i .. ,..Q
the nature, scale and complexity of lypd Re2s 350 o Okl i 5
the Open Finance Provider’s L (eddddddudls of ooy ¢ i) )
business, and must contain, at a e G b
minimum:

2.1 aBoard approved organisation (EasE0 o BAddne i trdSe  1-2
structure which records in e LS trasiasas 0 s
> > 0 fasdadug by T s
writing each  division, L8 1 o aag PESS anid

department or unit, indicating . ) -
the name of each responsible b e 34 1 ol )

individual accompanied by a e Rk
description of the respective A inal)
function and responsibilities;

2.2 controls on conflicts of (palliad) G jleat fiy Ja gon 2-2
interest;

2.3controls on integrity and .y e cladaddAdiaiad Al e hladds  3-2

transparency of the Open tridpd) daniss
Finance Provider’s operations; ' ¢ gisal

2.4 controls to ensure compliance ol gl JEd) ldsal bl ddn 4-2
with applicable laws and tlen J saral) aalilll g
Regulations;

2.5methods for  maintaining Ayt Al g8 522
confidentiality of information lisbid Jadtidly clida e

and complying with data

' ) (il Ay gend
privacy requirements; and oo

2.6 procedures for regular glaliy j guaaadlly Aaadl W chlpls  6-2

monitoring and auditing of all Bl il
corporate governance drah }d\
arrangements. T

3. The Senior Management of an Open o salll 43300338 0 g7l Balall B0 | M dasy -3

Finance Provider must fulfil fit and i Jaally ssaalaan o5 jlaall cllhie pladaul il
proper and suitability requirements ki, A5l
specified by the Central Bank from T
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time to time, including that each
member of Senior Management:

3.1 is competent and possesses the
necessary knowledge, skKills,
qualifications and experience;

3.2 has a record of acting honestly,
ethically, with integrity and is
of good repute;

3.3 has a good record of financial
conduct;

3.4 is able to make his/her own
decisions in a reasoned,
objective and independent
manner; and does not have any
conflict of interest that could
affect their conduct;

3.5 has sufficient time to devote to
fully  performing his/her
duties/responsibilities  under
this Regulation;

3.6 contributes to the collective

suitability of the Senior
Management; and
3.7 meets any additional

requirements  specified in
applicable Regulations.

Article (12)

Risk Management, Compliance and

Internal Audit

Open Finance Providers must
establish a  framework  with
appropriate mitigation measures and
control mechanisms to manage the
operational, security and other risks
to which they are or might become,
exposed.

The framework established under
Article 12(1) of this Regulation
must be proportionate to the nature,
scale and complexity of the Open
Finance Provider’s business, and
must contain, at a minimum:
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2.1 incident management
procedures, including for the
detection and classification of
major operational and security
incidents;

2.2 business continuity and disaster
recovery plans, which include:

() an adequate business
continuity management
programme to ensure

continuation, timely recovery,
or in extreme situations, orderly
scale-down of critical
operations in the event of major
disruptions. The programme
must comprise business impact
analysis, recovery strategies, a
business continuity plan and
alternative sites for business
and information technology
recovery; and (ii) appropriate
software development life cycle
practices to ensure operational
resilience and minimise
application failures that may
pose risks to users; and

2.3sound  administrative  and
accounting procedures.

Open Finance Providers must
establish a risk management
function, an internal audit function
and a compliance function and
ensure that they are adequately
resourced.

Open Finance Providers must
establish and maintain on an on-
going basis a wind down plan that is
acceptable to the Central Bank.
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5. The risk management function must
be independent, permanent, have a
reporting line directly to the Board
and effectively monitor, report on
and mitigate the operational,
market, credit, legal and other risks
to which the Open Finance Provider
is exposed.

6. The compliance function must be
independent, permanent, have a
reporting line directly to the Board
and must monitor and report on
observance of all applicable laws,
regulations and standards and on
adherence by staff and Senior
Management to legal requirements,
proper code of conduct and the
requirements of this Regulation and
other Regulations, where
applicable.

7. The internal audit function must be
independent, permanent, report
directly to the Board, employ best
practice in internal audit, and be
effective. It must provide
independent assurance to Senior
Management on the quality of the
Open Finance Provider’s internal
controls, risk management,
compliance, systems, and controls.

8.  Open Finance Providers must not
Outsource any material activity,
including to any related party
without the prior receipt of
notification of non-objection from
the Central Bank. Open Finance
Providers  will retain  full
responsibility for the services
provided by any Outsourced service
provider. Although all requests for
non-objection will be considered on
their individual merits, the Central
Bank will, in general, not permit the
Outsourcing of core activities, and
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key management and control
functions.

Regulatory  requirements  for
specific functions including risk
management, internal audit and
compliance, may be established in
separate Regulations.

Article (13)
Record Keeping

Open Finance Providers must
maintain records relating to the
provision of their Open Finance
Services, which must at a minimum
include records of the following
matters:

1.1. User consent to access User
Data and/or Initiate
Transactions as  required
under Article 22 of this
Regulation;

1.2. Evidence of all User Data
provided to the Open Finance
Provider by Licensees who
are Data Holders on behalf of
Users;

1.3. All Transactions Initiated by
the Open Finance Provider on
the instruction of Users; and

1.4. Evidence of all User Data
related to a Transaction which
was destroyed or otherwise
disposed of.

All records maintained pursuant to
Article 13 of this Regulation must
be kept securely, in a durable
medium and must be capable of
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being made available to the Central
Bank promptly upon request.

3. Open Finance Providers must retain
the records referred to in Article 13
of this Regulation for a period of at
least five (5) years from the date of
creation of such records, unless
otherwise required by applicable
laws or the Central Bank.

Article (14)
Notification and Reporting
Requirements

1. An Open Finance Provider must be
open and cooperative with the
Central Bank and notify the Central
Bank of all matters that the Central
Bank might reasonably require
notice of, including to support the
performance of the Central Bank’s
supervisory functions.

2. An Open Finance Provider must
comply with all regulatory reporting
requirements, including ongoing
requirements specified by the
Central Bank from time to time.

3. Where any material change affects
the accuracy and completeness of
information  provided in an
Application, the Applicant or Open
Finance Provider, as the case may
be, must immediately notify the
Central Bank of such change and
provide all necessary information
and documents.

4. An Open Finance Provider must
immediately notify the Central
Bank of any violation or potential
violation of a material requirement
under this Regulation or other
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applicable legal or regulatory Gllia of gl gllll 138 =3 5 8 5n
requirement. Adsae i ) o gld

5. An Open Finance Provider must s )ﬁdlt@yﬂ\&&qﬁmg\m -5

immediately notify the Central
Bank if it becomes aware that any of
the following events have occurred
or are likely to occur:
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A Slaalll e 6l g A5

5.1if a Data Holder or Service day Jdlle § clilly bind) iy 1-5
Owner unjustifiably refuses Aal e e tdasasy
access to an Account or Product /5@5‘53 Cidi ) Jads
and/or information relating to . il iu M‘. i
them; s = 5

5.2 any event that prevents access Al Jl Jedll g s Lﬂ;i 2-5
to or disrupts the operational or La o cd dadl o zasaal
sy S of e 0PN Lussy . sl s
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5.3 any legal action taken against 15 BAa 3 & g gl ol Lﬁi 3-5
the Open Finance P_rovider_or gi J }M; el Addaiass
any member of_ its Senior 4ol ) U g g sl
Management or director of the ’ il 4 daiiss m“m S
Board either in the State or Bk ol ) 1;)\ A
outside the State; flea Al 4y

5.4 the commencement against the | Jide JRAAL dhl ) e84 4-5
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equivalent proceedings, or the § idddidid )
appointment of any receiver, ¢ 8 dbal o gl ke
administrator or provisional
liquidator in any jurisdiction;

5.5any disciplinary measure or B3 og s ) st slpl ¢l 525

sanction taken against the
Open Finance Provider or any
member of its  Senior
Management or director of the
Board or any measure or
sanction imposed on any of
them by a body other than the
Central Bank, whether in the
State or outside the State;
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5.6any material change in
regulatory requirements to
which the Open Finance

Provider is subject beyond
those of the Central Bank,
whether in the State or outside
the State; or

5.7 any other event specified by
the Central Bank.
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Requirements Relating to the Sharing of Data and Initiation of

Transactions
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Article (15)
Obligations of Licensees

Licensees who are Data Holders and
Service Owners must:

1.1. establish and maintain a
dedicated interface to provide
secure on-line access to
Accounts and Products by
Open Finance Providers
through the API Hub and
other relevant components of
the Open Finance
Framework;

1.2. within fourteen (14) days of
receipt of approval from the
Central Bank to perform
Open  Finance  Services,
register and maintain their
registration as a participant
under the Trust Framework;
and

1.3. co-operate openly and in a
timely manner, as specified in
this Regulation and any
accompanying Regulations,
with  an Open Finance
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Provider with regard to the
sharing of User Data of the
Users who are customers of
the Licensee and/or the
initiation of Transactions,
subject to the User’s consent.
A Licensee must not share
any User Data in its
possession where that User is
not a customer of the
Licensee, or where the
Licensee receives the User
Data from a Service Owner.

No Person shall engage in data
scraping, or any other similar data
extraction activity, whether or not in
conjunction with automated data
entry, in order to undertake any
activities subject to this Regulation
except as  permitted  under
applicable laws. No Person shall
engage in the interception of digital
connections, including but not
limited to the  application
programming interface, between the
public interfaces and other systems
of a Licensee’s online or mobile
applications by way of reverse
engineering or any other similar
activity, except as permitted under
applicable State laws.

Article (16)

Obligations relating to Data Sharing

The Data Sharing obligations under
Article 16 of this Regulation apply
only in relation to User Data.

Subject to provision of the User’s
consent in accordance with Article
22 of this Regulation, where a User
uses Data Sharing provided by a
Data  Service Provider to
consolidate information relating to
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the User Data of that User, the Data
Holder must:

2.1 communicate the information
relating to the User Data in
accordance with the request
received,

2.2 treat a request for information
relating to the User Data in the
same way as a request solely
received directly from the User;
and

2.3 communicate securely with the
Data Sharing Provider in
accordance with this Regulation
and other applicable
Regulations and requirements of
the Open Finance Framework.

A Data Sharing Provider must:

3.1 only provide Data Sharing in
accordance with the User's
explicit consent and
instructions;

3.2 not Process any User Data that
is Sensitive Data for the
provision of Data Sharing, even
with the explicit consent of the
User;

3.3 ensure  that the  User's
personalised security
credentials, such as Personal
Identification Numbers (PIN)
and/or passwords, are:

3.3.1 not accessible to other
parties, with  the
exception of the issuer
of the credentials; and
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3.3.2 transmitted  through
secure and efficient
channels.

4. The Data Sharing Provider must
identify itself to and communicate
securely with the Data Holder and
the User.

5.  The Data Sharing Provider must not
use, access or store any information
for any purpose except for the
provision of the Data Sharing
services explicitly requested by the
User, except where necessary to
comply with any applicable law of
the State.

Article (17)
Obligations relating to Service
Initiation

1.  The obligations under Article 17 of
this Regulation relating to Service
Initiation apply only in relation to
relevant Accounts and Products.

2. Where a User gives explicit consent
for a Transaction to be Initiated
through a Service Initiation
Provider, the Service Owner must:

2.1 communicate securely with
the  Service Initiation
Provider in accordance with
the Regulations and
requirements of the Open
Finance Framework;

2.2 immediately after receipt of
the instruction to Initiate a
Transaction for the User,
provide or make available to
the Service Initiation
Provider all information
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required for the initiation of
the Transaction, and
subsequently display the
status of the Transaction to
the User, until its
completion; and

2.3treat the instruction to
Initiate the Transaction in
the same way as an
instruction solely received
directly from the User.

3. A Service Initiation Provider must:

3.lonly provide  Service
Initiation in accordance with
the User's explicit consent
and instructions;

3.2ensure that the User's
personalised security
credentials, such as PIN
and/or passwords, are:

3.2.1 not accessible to
other parties, with
the exception of the
issuer of the
credentials; and

3.2.2 transmitted through
secure and efficient
channels.

4.  Each time it Initiates a Transaction,
the Service Initiation Provider must
identify itself to the Service Owner
and communicate securely with the
Service Owner.

5. Inproviding its services the Service
Initiation Provider must not use,
access or store any information for
any purpose except for the provision
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of the services explicitly requested
by the User, except where necessary
to comply with any applicable law
of the State.

Authentication and secure communication

“ d}«w qu g“ JEly
gl i

Sl Ll g ABabiaa

Article (18)
Authentication

Licensees who are Data Holders and
Service Owners must apply
authentication procedures in
accordance with Article 18(2) of
this Regulation, where a User:

1.1. accesses ~ Account  or
Product information
through a Data Sharing
Provider conducting Data
Sharing activities; or

1.2. initiates a  Transaction
through a Service Initiation
Provider conducting
Service Initiation activities.

Licensees who are Data Holders
and/or Service Owners must select
and implement a reliable and
effective authentication procedure
to verify the identity and validate the
authority of the User. At a
minimum, the procedure must
require two factor authentication,
including elements of knowledge,
possession or inherence. Additional
procedures must be applied in
higher risk circumstances.
Licensees who are Data Holders
and/or Service Owners must also
comply with any additional
requirements specified from time to
time by the Central Bank.
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3. Providers of Data Sharing and/or
Service Initiation may rely on
authentication procedures
performed by the Data Holder or
Service Owner, as appropriate.

Article (19)
Secure Communication

1. All participants in Open Finance
must use common and secure open
standards of communication for the
purpose of identification,
authentication, notification and
information, as well as for the
implementation of security
measures, between Licensees who
are Data Holders and/or Service
Owners in addition to Data Sharing
Providers, Service Initiation
Providers, Users, Payers, Payees
and other relevant parties.

2. All  communications must be
conducted in accordance with the
Regulations, as prescribed from
time to time by the Central Bank,
pursuant to the Open Finance
Framework.

3. Licensees offering Accounts or
Products that are accessible online
must have in place at least one
interface which meets each of the
following requirements:

3.1 Data Sharing Providers and
Service Initiation Providers
can identify themselves to
the Licensees;

3.2 Data Sharing Providers can
communicate securely to
request and receive
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information on one or more
Products and/or Accounts;
and

3.3 Service Initiation Providers
can communicate securely
to provide Service Initiation
and receive information on
Service Initiation and the
associated Transaction.

Licensees must establish the
interface referred to in Article 19(3)
of this Regulation by means of a
dedicated interface or by allowing
use by the Open Finance Providers,
of the interface used for
authentication and communication
with the Licensee’s User.

Licensees must also ensure that any
dedicated interface referred to in
Article 19(3) of this Regulation uses
ISO 20022 elements, components or
approved message definitions, for
financial messaging, as
amended/updated from time to time.

Information held by the Data Holder
or Service Owner must only be
accessed for the purposes of
providing Open Finance Services
and any relevant ancillary activities
in compliance with the requirements
of this Regulation.

Article (20)
Obligations towards Users

Open Finance Providers must
operate prudently and ethically and
with competence, in a manner that
will not adversely affect the
interests of a User or potential User.

Open Finance Providers must
provide a User with written terms

e dgs Saglaa iy AU
¢S shaal s b 41/

Jenisy clidsaiind oy ol (Kay 3-3

d}; u\;m}\u @} |l sd Glad
Lo i) ol e J

dasadt) iasiadd o pasidl J sy

e J3(19 Sl b L Jassasidl

’ Jasasdailly Baasaisial) day GAdAAAL

Faad D jall il il g2 cusd

il J oy dyld feliasisi ) prsisadly
138 (50 )3(19 sakall b Ll JlAaat i aiitn
ECTPRIN PrEG FE P
o) oo o Lot dadiad) sl
DA Gy e g

Jlaases J dkallias | daaliadi
gy bl il Basas i qa\)ﬂi
ey iy sy o dasaasad

eIl 13 kil

alal 5l )20( 3alall
Cmadilieal) slad

s g sl A33a0a8 057 C il o ciday -

seliaddlasy Assilall; skl
U8 it g 08y sl J
tainal @3 Csall i g3 Casall (allina

L gidall tg}d\ YURES L;J};;;f;; G Jasy -2

41



CBUAE Classification: Public

and conditions governing their
contractual relationship with the
User in advance of entering into a
relationship with a User for the
provision of Open Finance Services.

3. Theterms and conditions referred to
in Article 20(2) of this Regulation
must be written in clear, plain and
understandable language, in a
manner that is not misleading, and
must, at a minimum, be available in
Arabic and in English. To the extent
that the Open Finance Provider is
contractually entitled to make
changes to its terms and conditions,
the Open Finance Provider must
provide at least sixty (60) calendar
days’ notice to the User of such
changes.

4. A User is entitled to terminate its
relationship with an Open Finance
Provider, at no charge (direct or
indirect), if the User does not accept
the change(s) to the Open Finance
Provider’s terms and conditions
notified to the User under Article
20(3) of this Regulation.

5. An Open Finance Provider’s terms
and conditions with Users must at a
minimum set out the following:

5.1 schedule of fees and charges;

5.2 contact details of the Open
Finance Provider, including
legal name and registered
address, and the address of the
agent, where applicable;

5.3 the communication channel(s)
between the Open Finance
Provider and the User;
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5.4 the manner and timeline for
notification by the User to the
Open Finance Provider in case
of unauthorised, delayed or
incorrect Service Initiation;

5.5 information on the Open
Finance Provider’s and the
User’s respective liability for
Unauthorized Transactions;

5.6 information on the Open
Finance Provider’s complaints
procedure;

5.7 information on the manner in
which disputes between the
Open Finance Provider and the
User are to be resolved; and

5.8 the Open Finance Provider’s
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Liability for Unauthorised
Transactions, Defective Transactions
and Data Breaches

1.  An Open Finance Provider is liable
to a User for loss or damage suffered
by the User where there has been
unauthorized access to or loss of the
User Data of that User held by the
Open Finance Provider.

2. In relation to Initiation Services, a
Service Initiation Provider is liable
to a User for loss or damage suffered
by the User in relation to the non-
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execution or late or defective
execution of a Transaction (arising
from the late initiation and/or late
processing of the initiation of
Transactions), including where
there has been a failure by the
Service Initiation Provider to ensure
that the  Transaction  was
appropriately authorised,
authenticated, accurately recorded
or failure to use appropriate secure
methods of communication.

In the case of a dispute between the
Service Initiation Provider and the
User as to the Service Initiation
Provider’s liability under Article
21(2) of this Regulation, it is for the
Service Initiation Provider to prove
that the Transaction was correctly
processed, with supporting
evidence.

In relation to Initiation services, a
Service Owner is liable to a User for
loss or damage suffered by the User
in relation to the non-execution or
late or defective execution of a
Transaction, unless such loss or
damage occurred as a result of any
act or omission of the Service
Initiation Provider as provided for in
Article 21(2) of this Regulation.

Any breach of security or other
action that leads to the illegal,
unauthorised, or accidental access,
alteration, destruction, disclosure or
loss of User Data that is a User’s
Personal Data during storage,
transmission or otherwise that is
caused directly or indirectly, in
whole or in part, by an Open
Finance Provider may subject the
Open  Finance  Provider to
administrative and financial
sanctions and penalties as deemed
appropriate by the Central Bank,
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without prejudice to any other
sanctions or penalties set out under
applicable laws.
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Data privacy and Users’ Consent
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Article (22)
Data Privacy and Consent for the Use
of Personal Data

1. AnOpen Finance Provider must not
Process any Personal Data for the
provision of its services unless it has
the explicit consent of the User to do
so. Article 22 of this Regulation is
subject to the prohibitions on
Processing Sensitive Data set out in
Article 4(1)(5) and in Article
16(3)(2) of this Regulation.

2. AUser’s consent must:

2.1 be specific to the purpose for
which it is provided, informed,
unambiguous, and freely
given;

2.2be given using a clear,
objective and affirmative
statement or action to signify
agreement to the Processing of
Personal Data of that User;

2.3 if the Processing is intended to
cover multiple purposes, be
obtained for each purpose in a

manner that is clearly
distinguishable;
24in case of a recurring

Transaction, specify the period
for which the consent is valid,
up to a maximum period of
twelve (12) months; and
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2.5 be able to be withdrawn by the
User at any time and for any
reason, upon notice to the
Open Finance Provider.
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withdraw consent and how to 1 : ‘
exercise that right at the time the
consent is obtained. Withdrawing
consent should not require undue
effort on the part of the User and
should be at least as simple, quick
and easy as the process of giving

consent. Withdrawal of consent Uy i Cnddiadd St U dalled

does not affect the lawfulness of

Processing carried out before the
date of withdrawal and shall not
prevent the Open Finance Provider
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from retaining Personal Data Lo Jsenall (il gl
required for compliance with
Article 13 of this Regulation or

applicable laws.

4. In the case of Service Initiation, a
User’s consent must be obtained in

Caday @ldand Joeady clidadsd Aslliss @: -4

relation to each Transaction to be
Initiated by the Service Initiation
Provider or, in the case of a
recurring Transaction, a User’s
consent must be obtained at the time
that the User first establishes the
recurring Transaction, and its
parameters. A User’s consent in the
case of Service Initiation must
include details, as relevant, of:

4.1 The relevant Account(s) or
Product(s) to which the
Transaction(s) relates;

4.2 The nature of the relevant
Transaction(s) to be Initiated
(including whether it is a
recurring Transaction);

4.3 The value(s) of the relevant
Transaction(s);
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4.4 The beneficiary(ies) of the
relevant Transaction(s); and

4.5 The value date(s) of the
relevant Transaction(s).

A User’s consent will not be
considered valid in circumstances
where the Open Finance Provider
has obtained that User’s consent to
Process Personal Data which
includes Personal Data that is not
relevant or not limited to what is
necessary for the relevant purpose
for which it is provided.

If User Data contains Personal Data
of natural persons other than the
User, Open Finance Providers must
anonymise such Personal Data of
these other natural persons, or
ensure that the consent of such
natural persons to whom the
Personal Data relates, is obtained
prior to Processing such Personal
Data in accordance with this
Regulation (unless the Processing of
that Personal Data is otherwise
permissible under applicable laws
concerning the protection of
Personal Data).

Nothing in  this Regulation
derogates from the obligations of a
Licensee under all other applicable
laws and regulations relating to

protection of Personal Data
including other Regulations.
Open Finance Providers must

comply with all other applicable
laws and regulations relating to the
protection of Personal Data.

Without prejudice to Articles 22(7)
and (8) of this Regulation, Personal
Data Processed by a Licensee or an
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10.

Open Finance Provider relating to
Open Finance Services must be:

9.1 Processed lawfully, fairly
and in a transparent manner;

9.2 collected for  specified,
explicit and  legitimate
purposes and not Processed
at any time, in a manner that
is incompatible with those
purposes;

9.3 adequate,  relevant  and
limited to what is necessary
in relation to the purposes for
which it is Processed;

9.4 accurate and, where
necessary, kept up to date;
every reasonable step must
be taken to ensure that
Personal Data that s
inaccurate, having regard to
the purposes for which it is
Processed, is erased or
rectified without delay; and

9.5 Processed in a manner that
ensures appropriate security
of the Personal Data,
including protection against
unauthorised or unlawful
Processing and  against
accidental loss, destruction or
damage, using appropriate
technical or organisational
measures.

Open Finance Providers must
destroy User Data that is Personal
Data which allows for the
identification of the User, after the
purpose of its provision to the Open
Finance  Provider has been
completed, subject to the record
retention requirements in Article 13
of this Regulation and any
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11.

mandatory data retention
requirements under applicable laws,
including AML Laws.

Open Finance Providers must store
all data relating to Open Finance
Services within the State and are not
permitted to maintain copies of the
data they obtain through Open
Finance Services outside of the
State, unless the Open Finance
Provider has obtained:

11.1 approval from the Central
Bank and additional approvals

from any other relevant
competent  authority, as
necessary;

11.2 prior written consent from the
User. For the purpose of
obtaining such consent from a
User, the User must be
informed of the following,
prior to or at the time of being
asked to give consent :

11.2.1 where the User Data
will be stored;

11.2.2 why it will be stored
outside the State; and

11.2.3 that consent is sought
only for the purpose
which  has  been
approved by the
Central Bank; and

11.3 written  acknowledgement
from the User that his/her
User Data may be accessed

under legal proceedings
outside the State in such
circumstances.
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12. Subject to Central Bank approval,

and in accordance with relevant
laws and Regulations, licensed
branches of foreign banks may store
data relating to Open Finance
Services outside of the State,
provided a copy of the Master
System of Record, updated on at
least a daily basis, is stored in the
State.
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Anti-Money Laundering, Terrorist Financing and Sect
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Article (23)
Anti-Money Laundering and
Combating the Financing of

Terrorism and lllicit Organisations

Open Finance Providers must have
comprehensive  and  effective
internal Anti-Money Laundering
and Combating the Financing of
Terrorism policies, procedures and
controls in place to ensure
compliance with the AML Laws and
Regulations, as amended from time
to time.

Open Finance Providers must have
robust fraud control policies and
systems in place, which should
address identification and access
controls requirements, to comply
with the requirements of this
Regulation.

Article (24)

Technology Risk and Information

Security

Open Finance Providers must
establish an appropriate information
technology (Im governance
framework. IT governance must
cover various aspects, including a
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clear structure of IT functions and
the establishment of IT control and
risk management policies, and at a
minimum, must include an effective
IT function, a robust technology risk

management function, and an
independent  technology  audit
function.

The Board, or a committee
designated by the Board, shall be
responsible for ensuring that a
sound and robust risk management
framework is established and
maintained to manage technology
risks in a manner that is
proportionate to all risks that the
Open Finance Provider is exposed
to.

Open Finance Providers must
adhere to the security and other
standards set by the operator to
ensure that the software used by the
Open Finance Provider is not
compromised at any stage in its
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4.  Open Finance Providers must adopt
and implement industry standards
and best practices in relation to
security risk management as
directed by the Central Bank from
time to time.
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5. Open Finance Providers must
identify, manage and adequately
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address all cybersecurity risks
through the implementation of a
technology  risk ~ management
framework. Open Finance Providers
must commit adequate skilled
resources to ensure its capability to
identify the risk and protect its
critical infrastructure and services
against any attack and contain the
impact of cybersecurity incidents
and restore its services.
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6. Open Finance Providers must
establish a cybersecurity incident
response and management plan to
swiftly isolate and neutralise a
cybersecurity threat and to resume
affected services as soon as
possible. The plan must, inter alia,
describe the procedures to respond
to plausible cyber threat scenarios.
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Article (25)
Supervision

1. The Central Bank may conduct
periodic examinations of the
operation of Open Finance
Providers to ensure their financial
soundness and compliance with the
requirements of this Regulation and
all applicable laws and Regulations.

2. Open Finance Providers must
provide the Central Bank with full
and unrestricted access to their
premises, Senior Management and
employees, accounts, records and
documents, and must promptly
supply such information and
facilities as may be required by the
Central Bank to conduct the
monitoring and examination
referred to in Article 25(1) of this
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Regulation.
Supporting Requlatory Technical Standards
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Article (26) )26( 3l
Technical Standards il juled

1.  The Central Bank may, from time to
time, and, in cooperation with
relevant government bodies and
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consultation with relevant
stakeholders, develop and issue
regulatory  technical  standards
addressed to Open Finance

Providers with the aim of
establishing additional requirements
and/or providing additional details,
controls and guidance on areas
relating to the provision of Open
Finance Services within the scope of
Open Finance activities, including,
but not limited to:

1.1. digital access specification;
1.2. cyber security;

1.3. overall customer journey
design;
1.4. management and journeys

of centralised consent
including app-to-app
consent;

1.5. right to implement capped
charging or to inhibit
charging to third party
providers; and

1.6. any other area as may be
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required.
Addl)) Enforcement and Sanctions
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Article (27) )27( salall
Enforcement and Sanctions Gl jadl g Al

1. Violation of any provision of this

Regulation or committing any of the
violations provided for under the
Central Bank Law or other
applicable laws may subject the
Open Finance Provider and/or
Licensee to administrative and
financial sanctions and penalties as
deemed appropriate by the Central
Bank.
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Article (28)
Consumer Protection

1. Open Finance Providers will be

subject to applicable consumer
protection laws and  their
implementing regulations as well as
any Regulations issued.

Article (29)
Interpretation

The Regulatory  Development
Department of the Central Bank
shall be the reference for
interpretation of the provisions of
this Regulation.

Article (30)
Publication and Application

This Regulation shall be published
in the Official Gazette in both
Arabic and English and shall come
into effect in phases as notified by
the Central Bank.
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sl Schedule 1 — Details of the Open Finance Framewor
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The Introduction to this Regulation specifies
that the Open Finance Framework consists of
the Trust Framework, the APl Hub, the
Common Infrastructural Services and such
other matters as might be determined from
time to time by the Central Bank.

The Trust Framework, the APl Hub and the
Common Infrastructural Services shall at a
minimum include the following:

Trust Framework
The Trust Framework shall include:
1. The Participant Directory:

1.1. to facilitate the validation of
participants in the Open Finance
Framework and the secure
exchange of information.

1.2. to provide identity and access
management services to enrolled
market participants providing
secure access to use Open
Finance Services, contact and
enrolment management, digital
certificate validation and
Application  registration and
validation services.

2. Digital Certificates: to facilitate secure
communication between participants with
respect to the provision of Open Finance
Services. The operator of the Trust
Framework will mint, revoke and validate
digital certificates used to access Open
Finance Services.
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3. API Portal: to hold all documentation on
standards,  technical  specification,
requirements and business rules for all
participants.

4. Sandbox: to facilitate participants’
ongoing testing and official conformance
certifications.

API Hub

The API Hub shall include an APl Manager.
The APl Manager will provide an API
Aggregator to aggregate participant API’s and
provide a single point of implementation. The
API aggregator will provide a harmonised and
standardised API for participants in the Open
Finance Framework for all of the underlying
APIs included in this Regulation with which
it integrates.

A Participant Integration Layer used to
receive and manage information related to
Accounts, Transaction Initiation Services and
all other data exposed to the Open Finance
Framework.

Common Infrastructural Services

The Common Infrastructural Services shall
include:

1. A Consent and Authorization Manager: a
standalone App for Users or a set of APIs
for participants that supports the creation,
management, enforcement and revocation
of consumer, organisational and
jurisdictional privacy directives.
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2. Service Assurance: a platform for
managing all service level enquiries
relating to onboarding and registration
requests as well as technical enquiries
relating to all key components covering
data and Transaction flow enablement.

3. Reporting and Analytics: a platform used
to analyse and report operational data and
KPIs across participants including service
performance, service availability and
service adoption.

4. Administration Tools: a platform used to
facilitate the management, tracking,
adjudication and resolution of cases and
disputes among participant (whether
between participants or in relation to end
Users).

5. Value added enablers as appropriate.
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