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About the Instructor

Muneesh Batra - Technology Partner, Digital Technologies and Compliance @ Kuvera Impact
Consulting

Digital Technology Adoption | Operational Excellence | #CIO, CISO Operation Excellence #
Security in Al Adoption # AML, # Risk Management |

Global CTO Operations Executive | Strategic Technology & Thought Leader | Risk & Compliance
Professional, a seasoned business interfacing executive with over three decades of experience in
Technology, Product Development, Product Innovation, and Operational excellence. Curently
serving as Director - Operations & Technology Partner at Kuvera Impact Consulting.

We are a Dynamic "Startup of startups” specializing in:

« Emerging Technologies: Financial Advisory, Digital Technologies Adoption, Generative Al,
Compliance, Mobile Application Development, Blockchain, Cloud, RPA, Al and ML and SAP
HANA Integrations

« Products and Services: MSP enablement, M&A, Cybersecurity, Omnichannel - Advisory &
Research

He is responsible for carrying out independent studies, financial valutations, compliance audits
where he leads multiple cross-functional teams that drive measurable business outcomes across

customer locations in UAE, USA and India while helping clients improve YOY performance indices.

Areas of Expertise

CTO Operations, Quantum Computing, Digital
Transformation, Program, Product Management,
Product Launch Support

Cloud Strategy (Azure, Google Cloud), Data
Migration & Ul, UX Customer Experience
Enhancements, Fraud Prevention and
Authentication, Digital Twins, Chat Bot Integrations,
Generative Al, Agentic Al, Server Hardening
Business Process Automation, SAP Fiori, CRM & Core
Engineering Platforms

AML Research, Cybercrime Prevention, Vulnerability
Assessments

UVUX Content Development, Generative Al

Adoption, Data Center Operations Support
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Role of IT within the Organisations —
Computerization is a

Digital Technologies , AML and Al “Mirror" and “Brain’

of the Organisation
which drives the

organisations
/ Growth \

The only way Helps the
forward is to be part Organisation to Take
of this Change timely Decisions.

Businesses have
varying levels of

Digital With introduction of
Transformation Smart Mobile, Things
journeys . Some are have turned around.
beginning. Some still -
reluctant..
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UAE AML & Al Regulatory Framework

In the UAE, Anti-Money Laundering (AML) 1s governed by Federal Decree-Law No. 20 of 2018 and
strengthened through Federal Decree-Law No. 10 of 2025 and Cabinet Resolution No. 134 of 2025.
These laws mandate strict, risk-based compliance under the oversight of the Central Bank, Ministry of
Justice, and financial free zones (DIFC, ADGM).

Al-related risks are regulated through the UAE National Al Strategy 2031 and the National Cybersecurity
Policy for Al, focusing on data protection, algorithmic transparency, and responsible use.

Key AML Requirements

Registration on the goAML platform

KYC/Customer due diligence, sanctions screening, and suspicious transaction reporting

Significant penalties for non-compliance, including fines and license revocation

www.fintfedu.com
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Legal Basis

* Federal Decree Law No. 20 of 2018 on Anti-Money Laundering and Combating the Financing of Terrorism and
llegal Organizations as amended ("AML-CFT Law").

« Cabinet Decision No. (10) of 2019 conoeml the Implementing Regulation of Federal Decree Law No. 20 of 2018
on Anti-Money Laundering and Combati Fmancmg of Terrorism and lllegal Organizations, as amended by
Cabinet Decision 24 of 2022 ("AML-CFT casm ") and its amendments.

« Cabinet Decision No. (74) of 2020 Regarding Terrorism Lists Regulation and Implementation of United Nations
Security Council (UNSC) Resolutions on the Suppression and Combating of Terrorism, Terrorist Financing,
Countering the Proliferation of Weapons of Mass Destruction and its Financing and Relevant Resolution ("Cabinet
Decision 74"), and its amendments.

« Cabinet Resolution No. (50) of 2020 conceming the control list annexed to Federal Law No. 13 for 2007 relating to
commodities subject to import and export control.

* Federal Decree Law No. (43) of 2021 on the commodities subject to non-proliferation.

* Notice No.: CBUAE/BIS/2023/5960, which mandates all LFIs to take steps to identify, assess, understand, and
mitigate PF risks on an institutional level.
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- 500+ AML cases Reported worth AED 4-5 B in last Five Years.
: Regulatory enforcement volume: The Ministry of Economy’s DNFBP inspections in H1 2025 detected

1,063 violations with administrative penalties exceeding AED 42 million, indicating high case counts but
not a consolidated “case list.”

: Banking enforcement examples: The CBUAE has issued Targeted penalties, including AED 5.9 million
against a foreign bank branch for AML failings (July 2025). These announcements offer case-level
signals but rarely disclose total proceeds or values tied to each case.

- Framework and focus areas: UAE authorities have strengthened AML/CFT enforcement across banks,
gold/jewelry, real estate, and professional services aligned with FATF recommendations—helpful for
sector classification and trend analysis even when case- level values aren’t fully published.

- Urgent need for Compliance and AML Process Innovation using Artificial Intelligence.
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= UAE

= Risk - Over-reliance on US/China driven Al Diagnostic, Al, ML tools. These need to be tuned interpretation to
ocal Population.

= Data Privacy concerns in Smart Hospitals and Telemedicine platforms.
= Strong Enforcement

= USA
» Bias in Medical Datasets leading to unequal freatment outcomes.
» High risk of Litigation if the Al-generated diagnoses or recommendations cause harm.
= Lack of skilled Manpower in Al.
* Most organizations are HIPPA compliant.
" Game changer is GDPR for adoption is still not completed.
= Stfrong Enforcement however slower adoption.

" Indic
= Data privacy Gaps in Patient records and Telehealth platforms. DPDP in force.
» Workforce disruption: Al-assisted diagnostics may reduce demand for Junior medical staff.
= Poor Execution
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= Real Estate: Luxury Property laundering
= Banking and Finance : Compliance fines
= Gold Trade: TBML via bullion (Trade Based Money Laundering

= FMCG Trade : Large scale Cash Transaction, Under invoicing Record Keeping and Misreporting 1o
Government Bodies

= Crypto Currency Trade: 60-100 M in Money laundering.

= Shipping and Freight : Problem of Mis-invoicing in free zones ,Export Promotion Zones
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Country Govit Spend level Private sector Spend Tech Adoption FATF Influence
USA Very High 10-12 B+ Advanced ( Al/ ML) Mature
UAE High High KYC monitoring Moderate Strong
India Moderate Growing ( Fintech , KYC) Growing High
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RECENT TOP 5 ANTI-MONEY LAUNDERING (AML) CASES REPORTED IN UAE, usAa, AND INDIA

Exchange Houses Crackdown Dh42M fines Strengthened AML enforcement
: Def tion, i
USA HSBC Cartel Laundering $1.9B eferred prosecufion, compliance
overhaul
: Def tion, Well
USA Wachovia Cartel Case $160M eferred prosecution, absorbed by Wells
Fargo

India PNB Fraud 311,400-13,500 Cr Arrests, Extradition proceedings
India ABG Shipyard Scam 322,842 Cr Ongoing CBI/ED investigation
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HSBC -HSBC's AML case became one of the most notorious compliance failures in banking history: in
2012, the bank was fined $1.9 billion by U.S. authorities for allowing Mexican and Colombian drug
cartels to launder billions through its accounts, and it has since faced fresh allegations in Lebbanon
tied to suspicious transactions linked to the former central bank governor’s family.

Why it Happened ?

« HSBC failed to prevent money laundering by Mexican and Colombian drug cartels.
« Key Events in HSBC's AML Case 2012 U.S. Settlement

« Fine: $1.9 billion — One of the largest penalties ever imposed on a bank at the time.
... Contd
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Compliance Failures:
« Weak monitoring of suspicious transactions.
* Inadequate due diligence on high-risk clients.
» Systemic breakdown in AML confrols.

« Qutcome: HSBC entered info a five-year deferred prosecution agreement with U.S. authorities, committing
to overhaul its compliance systems.

Lebanese Money Laundering Allegations (2020s)

« Accusations: HSBC allegedly neglected red flags tied to hundreds of millions of dollars flowing into accounts
inked to Raja Salameh, brother of Lebanon’s former central bank governor Riad Salamenh.

» Duration: Transactions reportedly confinued unchecked for over a decade.

* Impact: Renewed scrutiny of HSBC's AML practices and questions about whether reforms after 2012 were
sufficient.
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The Danske Bank AML scandal is considered the largest money laundering case in European history, involving
over €200 billion (=$230 billion) in suspicious transactions funneled through its Estonian branch between 2007 and
2015.

*The Danske Bank AML case exposed systemic failures in compliance and governance, leading to record fines
and reputational collapse.

Why It Happened ?

e Weak Oversight: Poor communication between Copenhagen headquarters and the Estonian branch.

e Corrupt Local Management: Estonian branch managers allegedly facilitated suspicious flows.

e Compliance Failures: Inadequate KYC (Know Your Customer) and fransaction monitoring systemes.

e High-Risk Clients: Many accounts linked to shell companies and politically exposed persons (PEPs).

Regulatory , Compliance & Legal Consequences :

e Resignations: Danske Bank’s CEO Thomas Borgen resigned in 2018 amid mounting pressure. Multiple regulators
across Denmark, Estonia, the EU, and the U.S. launched investigations at their end.

°In December 2022, Danske Bank pled guilty to bank fraud charges in the U.S. and agreed to pay $2 billion in
fines.

e Estonia revoked Danske Bank's license, forcing its exit from the country.

e Danske Bank introduced stricter AML policies, compliance monitoring, and governance restructuring.

www.fintfedu.com



: //( Kuvera
GI] ‘F'”tEd‘f’ 3. AML Case -Wachovia /WellsFargo Bank USA \. Consulting

Wachovia Processed billions of dollars in transactions from Mexican currency exchange houses

Why it happened

. The bank did not implement adequate AML controls under the Bank Secrecy Act (BSA).Criminal Link:
Funds were tied to Mexican drug cartels, fueling narcofics trafficking operations.

Settlement:
. Wachovia entered a deferred Prosecution agreement with the U.S. Depariment of Justice.
. Paid $160 million in fines and forfeitures.

. Agreed to strengthen compliance and monitoring systems.
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Bank & Case Period Amount Outcome

$2B fine, CEQO resignation, exit

Danske Bank (Estonia) |2007-2015 |€200B .
from Estonia

HSBC - $1.9B fine, deferred prosecution
(Mexico/Colombia) 2000s Billions agreement

$630M fine, Compliance
Overhaul

Devutsche Bank (Russia

mirror trades) 2011-2015 3108
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Deutsche Bank was fined a combined $630 million in 2017 by U.S. and U.K. regulators for its “Russia mirror
trades” scheme, which allowed $10 billion to be laundered out of Russia between 2011-2015 through its
Moscow, London, and New York offices. The case exposed severe AML and compliance failures, forcing
Deutsche Bank fo overhaul its risk controls and hire independent monitors.

What Were “Mirror Trades”?

Mechanism: Russian clients bought blue-chip stocks in rubles via Deutsche Bank's Moscow office.
Simultaneously, a related counterparty in London sold the same quantity of the same stock in U.S.
dollars.

Effect: Funds were shifted offshore, disguising capital flight as legitimate securities frades. Scale: Over
$10 billion was moved out of Russia between 2011-2015.
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Where Expertise Meets Impact

Regulatory Actions
New York Department of Financial Services (DFS): Fined Deutsche Bank $425 million and required an
iIndependent compliance monitor.

UK Financial Conduct Authority (FCA): Fined Deutsche Bank £163 million (~$204 million).

Total Penalty: About $630 million in combined fines.

Findings: Regulators concluded Deutsche Bank operated in an “unsafe and unsound manner’”, with
weak AML controls and poor oversight of high-risk clients.

Why It Happened
Compliance Failures:
. Inadequate Know Your Customer (KYC) checks.

. Weak transaction monitoring.
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1. Synthefic ldentities

Definition: Al-generated personas that mimic real individuals or create entirely fictitious identities.

Risk in UAE: Used Primarily for financial frauds (e.g., opening fake bank accounts, bypassing KYC/AML checks).
Threatens national security by enabling infilfration into digital ecosystems.

e Complicates compliance for UAE banks and Fintechs under strict Central Bank and AML regulations.

2. Deepfake Impersonation

Definition: Al-generated audio/video mimicking real people.

Risk in UAE: Corporate fraud: Impersonating executives in high-value transactions. UAE's geopolitical position
makes deepfakes a risk for disinformation campaigns.

e Social frust erosion: Misuse in media or personal contexts could undermine reputational stability.

3. Model Bias and Hallucination

e Definition: Bias in fraining data leading 1o skewed outputs; hallucination refers to fabricated but plausible-
sounding information.

*Risk in UAE: Cultural bias: Models trained on Western datasets could misrepresent Arabic language, Islamic
values, or Emirati norms.

e Business risk: Hallucinated outputs in legal, compliance, or medical contexts could cause costly errors.
Operational inefficiency: Misleading Al-generated insights may derail strategic decisions.

www.fintfedu.com
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Where Expertise Meets Impact

Key Risks of Generative Al in the UAE Market

Regulatory and Ethical Concerns

1. Data privacy: UAE Cyber Security Council warns that inputs into generative Al may leak into
training datasets.

2. Ethical Dilemmas: Misuse in surveillance, Hiring or justice Systemes.

3. Regulatory uncertainty: While the UAE has strong Al adoption policies, specific generative Al laws

are still evolving, creating compliance ambiguity for enterprises.

Strategic Recommendations for UAE Enterprises

Strengthen KYC/AML systems with Al-driven fraud detection to counter syntheftic identifies.
Deploy Deepfake Detection tools in different Private / Government Communication Channels.
Localize Al training datasets to reflect Emirati culture, language, and values.

Adopt ethical Al frameworks aligned with UAE's National Al Strategy 2031.

Enhance regulatory compliance by monitoring updates from the UAE Cyber Security Councll
and Central Bank.Oversight by humans overseeing each process steps and providing controls.
Development of Governance frameworks

kL~

www.fintfedu.com
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AML Automation: Benetfits and Opportunifies WhereExpertise MeetsImpac

UAE Government AML & Non-Compliance Fines (2021-2025)

4

Fines Collected (Million AED)

Efficiency: Real-fime monitoring

Accuracy: Reduced human
error

Scalability: High fransaction
volumes

What we do at Kuvera is use Al
tools to perform KYC before
onboarding or Transacting a
customer

Regulatory Requirements Met
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Where Expertise Meets Impact

1. Lack of Authentic Data Sources impact Project timelines. CTO's &CIOS need 1o
identify Patterns in the Data. Pattern Analysis takes fime and Based on the logic
of the code, systems need 1o be identified to Block those Transaction.

. False Positives/Negatives.

. Data Privacy concerns.

. Regulatory Gaps.
. Operational risks (e.g., Cyberattacks)

. Parallel Book Keeping.

N O O A WD

. External Risks based on the Dynamics of Global Financial Markets and Trading
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Role Played by us:

1.

6. Assist Organisations in Corporate Governance so as to encourage responsible use and Innovation in AML,

Act as an Enabler & Assist the Clients in Taking Proactive Steps to do Business and Grow in an Amazing
Growth.

Support CTO Operations and Initiatives by Developing a Corporate Governance Strategy and Digital
Adoption strategy using Al Tools and Technologies.

ldentify Trends and Perform Pattern Analysis of the Institutions Data .

Reduce the cost of Litigation/Fines by the Government of UAE by Developing Processes and Systems
which are in tune with the Times and future needs of the organisation.

Reduce the Cost of Setting up Businesses during their Merger and Acquisitions and expansions within UAE.

Compliance.

Assist Organisations in UAE to lead in Ethical Al compliance by utilizing the services of Task force members
from our Team.

K

Where Expertise Meets Impact

Kuvera
Consulting
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S.No Risk Category UAE USA India
1 Job Displacement 4 3 5
2 Data Privacy & Security 4 4 5
3 Bias & Ethical Risks 3 S 4

Misinformation & Deepfakes

Intellectual Property

Economic Risks

« Risk Matrix: Scale of §)
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UAE AML Enforcement Actions by Industry

Trade & Shipping

Digital Assets

Real Estate

Luxury Goods (G

Banking & Finance
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Gﬂ FintEdu 2. Risk Severity: Comparitive Analysis UAE, US, India -

Comparative Al Risk Severity (1-5)

. UAE

0 India

Risk Category
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Thank You

Contact Details
Muneesh.Batra@kuveraconsulting.com
+971559997269

AT FINTEDU, WE'RE NOT JUST ANOTHER EDUCATIONAL PLATFORM.
WE'RE A TECHNOLOGY-DRIVEN FORCE THAT EMPOWERS TAX, FINANCE, AND ACCOUNTING PROFESSIONALS IN
THE MIDDLE EAST, HELPING YOU EXCEL IN TODAY'S EVER-EVOLVING GLOBAL MARKETPLACE.

.....................

connect@fintedu.com
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